.
.
o

.
...................
N
'''''
.............
. A
.

NIS2 7 a i

OmniPCX Enterprisey
e ST )

reseni na neJn 313
vydani softwaru

b ] . ? - 0.0. .:‘
Evropska unie '

CONNEX24
Technology for
a sustainable future



Hlavni aspekty - SW a HW upgrade na R101

Zvyseni bezpecnosti komunikacniho systému .

rUplatném’ novych bezpecnostnich pravidel dle smérnice NIS 2 .

Moznost zmény sitovani z hybrid IP link na direct IP link .

'Nova verze zakladniho 0S, prechod z 32bitové na 64bitovou verzi .

Automaticka deaktivace protokoll telnet & ftp , nova pravidla pro hesla.

Alcatel-Lucent @
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* Call Server: Proprietarni operacni systém ALE
* Uvod

R1.0 R12.0 R101.0

“Rocky Linux”
based O.S.

(kernel 4.18.0)

Hlavni faze vyvoje Call Serveru O.S.:

Vychozi bod: vybér linuxové distribuce, spliujici predpoklady ALE (napf. Mandrake, CentQS,
Rocky Linux)

Proces hardened ALE aplikovany na tuto distribuci, pro pouziti v OmniPCX Enterprise Purple
Do vysledné distribuce byly pfidany specifické balicky a zaplaty jadra ALE

* Jakykoli dalsi vyvoj, stejné jako opravy zabezpeceni, jsou spravované primo spolecnosti ALE

Pro tento novy vyznamny krok byla vybrana verze Rocky Linux 8.9

Alcatel-Lucent @
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* Call Server: Proprietarni operacni systém ALE

* Distribuce s hardening ALE

- Byl odebran veskery software, ktery neni

* ALE hardening process nezbytny.

« Ve vychozim nastaveni jsou povoleny pouze
sluzby, které jsou nezbytné pro provoz.

« 74dné grafické uZivatelské rozhrani (GUI)

Rocky Linux 8.9 prostredi jako X11, KDE nebo Gnome.

distribution
2.3 (minimal) to
12.8 GB (full)

ALE hardened

distribution
~800 MB

N

. /L « Nastroje pro vzdalené sdileni soubortd a
tiskaren jako LPR, NFS a Samba
(kompatibilni s Microsoftem) nejsou k
dispozici.

* Byly pridany specifické proprietarni ALE

balicky a zaplaty jadra.

Aktualizace distribuce Linuxu: nova politika

Pravidelné synchronizacni body: Aktualizace distribuce Linuxu pfi kazdé nabidce MLE (kazdych 6 mésicti)

Zajistéte, aby zakladni distribuce Linuxu byla aktualni, vyuzijte hlavni opravy zranitelnosti

Kritické zranitelnosti (AVSS > 9) budou reSeny za béhu vyzkumnym a vyvojovym oddélenim mezi dvéma
synchronizacnimi body

Citlivé komponenty, jako je OpenSSL / OpenSSH, budou systematicky aktualizovany kazdé druhé dodavky udrzby

Softwarova rada Rocky Linux 8.x dostane bezpecnostni zaplaty do roku 2029, 31. kvétna Alcatel-Lucent @
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sy Aktualni k t
Novy Linux pro OXE R101.0 Call Server B e o

nejmodernéjsi
zabezpeceni a
kompatibilitu s

« Nové linuxové jadro pro OXE Call Server: 4.18 )
ekosystemem.

* Pro aktualni zabezpeceni. 4 I
« Od CentOS k Rocky Linuxu 8 il

« Komunitou podporovana verze Linuxu

* 64 bitova architektura umoznuje nasazeni ve verejnych cloudech
* Pripravenost na AWS, AZURE v roce 2025

« Softwarové balicky spravované komunitou Linuxu zjednodusuji spravu
zranitelnosti

« Napr. OpenSSL 3.x

Alcatel-Lucent @
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Posileni bezpecnosti OXE Linuxu

Linux ALE hardened Nasledujici doporuceni CIS pro
distribution distribution zabezpeceni Linuxu omezuji
utocnou plochu na OXE a ¢ini jej
odolnéjsim vuci skodlivym
aktivitam

+ Hardening podle osvédcenych postupl CIS Benchmark (Center Of Internet Security)

« Implementovano doporuceni CIS (napf. pristupova prava k souboriim)

« Hlavni evoluce * X %
. NIS2 *n *
» SSHV2 povinne Directive ** n :

 Protokoly jako Telnet, rlogin, rexec, rsh atd. zakazany * ox x

+ Autentizace zalozena na hostiteli je nahrazena autentizaci pomoci verejného klice (SSH)

« |P tabulky Firewall nahrazujici Trusted hosts/TCP wrapper, aktivovany ve vychozim nastaveni.

Alcatel-Lucent @
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CALL SERVER: PROPRIETARNI OPERACNI SYSTEM ALE

+ Kompatibilita

» Hardwarové platformy: CS-3, CPU8, Generic Appliance Server

» Pri upgradu na verzi R101.0 je nutné vyménit starsi CPU
Virtualizace: VMware ESXi, Microsoft Hyper-V, KVM, Nutanix HAVE

» Nastroj SOT R3.2 (v souladu s OXE R101.0) vytvori VMware VMware VMware s virtualnim hardwarem
verze 17, coz znamena minimalné ESXi R7.

MOXA boxy, nabizejici porty V24 pres IP, jsou stale kompatibilni

Diilezité informace o upgrade

* R101.0 vyzaduje instalaci od nuly (upgrade pres neaktivni oddil neni mozny)

* Provede se nové rozdéleni disku (Upravy na zakladé CIS benchmark best practices, prechod na
souborovy systém EXT4)

» Na zakladé potreb R101.0 je nyni 80 GiB minimalnim predpokladem pevného disku pro server volani
« Proces vzdalené aktualizace PCS, ktery byl zaveden ve verzi R12.0, byl prizplGsoben verzi R101.0
» Viz cCast "Bezpecnost" tykajici se vyvoje souvisejiciho s bezpecnosti, ktery byl proveden za ucelem jesté

vétsiho posileni OXE
Alcatel-Lucent @
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e ABC Direct IP link

* Novy zplisob propojeni systému OXE v ramci podsité ABC-F
* Cil: zjednodusit spravu a udrzitelnost sitovych spojeni

* Starsi hybridni linky jsou slozité se 2 relacemi (signalizace ABC-F a H.323), které je tfeba vytvofit pro kazdy hovor a
udrZovat synchronizované

VPN overflow
(H323 signaling)

Nt B s ) N1 (8 B N

ABC direct IP link

ABC hybrid IP link (ABC-F signaling)

(ABC-F signaling, saturated)
* Neni potreba specificky hardware: Zdroje H.323 na IPMG jiZ nejsou vyZzadovany
* Byly pridany také optimalizace, aby se co nejvice snizilo pridélovani kompresoru béhem faze
vyzvanéni
* Neni mozné kombinovat ABC hybrid IP link s ABC direct IP link .
* VreZzimu primého IP spojeni ABC jsou vSechny uzly diléi sité nutné v minimdalné R100.0
* VSechny uzly podsité ABC-F musi byt schopny komunikovat s ostatnimi uzly prostrednictvim sité IP

Alcatel-Lucent @
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* INCIDENTS on SYSLOG

Lepsi integrace do Management/Security Frameworku zakaznika

Incidenty OXE jsou k dispozici na 8770 nebo prostfednictvim SNMP.

Nékteri zakaznici chtéji pouzivat Syslog ve svém ramci spravy, aby standardizovali zpUsob, jak
ziskat monitorovaci data ze svych rliznych systém’

Analyza a zjisStovani problém{, véetné sSkodlivych aktivit

Syslog je jiz podporovan na OXE pro ziskani "mao_hist" souboru pripojeni ke spravé OXE

S R101.0 jsou nyni alarmy OXE k dispozici také v rozhrani Syslog, coz umoznuje lépe sledovat
aktivitu na OXE Call Server.

Alcatel-Lucent @

Enterprise



AZURE ACTIVE DIRECTORY SYNCHRONIZCE

(Azure AD je prejmenovany Microsoft Entra ID)

« Synchronizace adresaru mezi adresarem spolecnosti OV8770 a Azure AD

Hlavni vlastnosti synchronizace

Azure AD se povazuje za hlavni uzel

Odkaz na uzivatele AD / OV8770 je nastaven v pripadé shody prijmeni a jména
Mapovani synchronizace kli¢(: id (Azure AD) adobjectguid (OV8770)

Synchronizace v plochém nebo stromovém rezimu, pouziti Azure AD jako hlavniho uzlu (stromovy rezim mapuje
atribut oddéleni tenanta Azure AD v hierarchii adresar( OV8770 (*))

Spoléhejte se na rozhrani Microsoft Graph APl (REST API, poskytované spolecnosti Microsoft) namisto LDAPS pro
MSA

+ Na rozdil od integrace MSAD nedochazi k zadnému zrizovani uzivatel(i OXE z Azure AD

!

Paralelni podpora synchronizaci Microsoft Azure a MSAD
Moznost synchronizace nékolika domén Active Directory, hostovanych v Microsoft Azure
+ Podpora vice tenantu, pricemz kazda doména Azure AD odpovida koncovému zakaznikovi
Funkce rizena integracni licenci Active Directory (jiz pouzita pro integraci MSAD)
V pripadé synchronizace ve stromovém rezimu je vyzadovana licence Active Directory integration Alcatel et @
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AZURE ACTIVE DIRECTORY SYNCHRONIZCE

(Azure AD je prejmenovany Microsoft Entra ID)

+ Konfigurace v systému OmniVista 8770 ve ¢tyrech krocich: @  Access information to Azure AD tenant

Admi
Microsoft Azure P Search resources, services, and docs
| AzureAD tenant
Dashboard
) 0 figurs Name * | s M|
zz= Omnivista8770 » A 1 B
- > B wyAD Azure
Hame Ieky AD Azure
li] Delete Endpoints review featy E Tenant id d841927b-7e81-4b95-87 23-626ec8e052d1
Application id
0 Got a second? We would | ur feedback Application secret value
£ Quickstart > &Y Omnivis Scope Bu=MyADAZure, o=Ale,q [3) Rule
” Integration assistant A Essentials Autormatic deletion of 8770 entries | [ Name
- Filter
Manage 2 ;o Synchronization mode  Flat

SR Synchronization rule(s)
':’) Authentic,
Criteria to filter users

Certificat

T Atribute Mapping Name ; Sy g Flat or tree modes )
o EEESE— . user o] 3 Planning in OmniVista 8770
8770 attributes Direction AQureAD atributes Default value Att . b t . SChed u ler
s Lastnome sumame ributes mapping
Preparation in Azure AD Pt i . i ‘
Name aisplayName Attributes and direction are editable

Create the application secret value

] | Exension businessPhones iy
Manage User.ReadWrite. Al » AT oD RSO AL TRt Phone number is imposed by OV8770

Mail mail

permission
Alcatel-Lucent @
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Alcatel-Lucent Visual Automated Attendant

Automatické smérovani hovor( a privitani 24/7

+»* Nabidnéte profesionalni privitani zakaznikim

+* Odborna obchodni reakce zakaznikiim 24 hodin
denné, 7 dni v tydnu: nabidka profesionalniho obrazu
a reakce

+*Vybudujte si opakujici se obchodni vztah
+*»* Personalizované pozdravy, smérovani a novinky

% Poskytujte nakladové efektivni provoz. Skalovatelny
software

¢ Intuitivni grafické rozhrani: provoz je nakladové
efektivni, protoze k zaznamenavani vyzev nebo rizené
pracovni doby nejsou potreba zadné IT dovednosti

++ Skalovatelné softwarové fedeni pro malé a? extra
velké firmy

+* Operace a sestavy s vice klienty

Alcatel-Lucent @
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Upravy skriptd

@ Visual AA Tenants Users Routings Prompts Schedule Directory Filters Editor Statistics

v' Snadna konfigurace smérovacich Y e —— B O e m
skriptl jednoduchym pretazenim
stavebnich bloku

v Prima volba, umoznuje volajicimu - $-iered >
primé zadani pred jakymkoli
oznamenim

v Menu s az 12 moznostmi (0-9, #,*)

v Filtrovani na zakladé volajiciho nebo
volaného cisla

v Smérovani pres slepy nebo hlidany
transfer do:

v’ Cislo pobocky

v’ Vytaceni podle jména
(synchronizace adresari OXE )

v Okamzité preruseni

v’ Prevod textu na rec pro rychlé
vytvareni vyzev

v' Rozpoznavani reci pro volbu nabidky
a pomoc s adresarem

Alcatel-Lucent @
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FEATURES LIST

Generic

Administration via web-based GUI

Prompts can be imported as wav-files, recorded
via any telephone set or generated using TTS

Administration

Advanced user profile gives access to a limited
part of the management such as the greeting
prompt control

Export or Import the entire system
Multi-tenant

Advanced reporting

Schedule backup

Network file system for backup storage

Email alert (trunk down, port usage)

Features

Hierarchical tree design support
Multi-language support

Direct dial

Business hours and calendar-based routing
Connect a sub-tree to a tree

Filter/route calls based on caller ID and called
number

Menu nodes highly customizable (timers,
repetitions,...)

Transfer to fixed number or voicemail
Transfer to user’s set or voicemail

Blind and supervised transfer manageable per
node

Dial by name

Add greetings in case of exceptional event
Text to speech (TTS)

Automatic Speech recognition (ASR)

IVR Option

Call qualification
Database read and write
HTTP(s) request

Digit collection

Test on condition
Custom display name

Email

Alcatel-Lucent @
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Komplexni feseni zakaznického servisu od ALE

[ CONTACT CENTER ]
API Integration, external CRM/ERP,

ALE Connect Webhook for event notification

C

X-Twitter

FB Messenger

Webchat
S Front Office
[--= 102G Agents —
)
(@)
-
-
> | ®y
[oe)
OXE & CCD %
=
| % Rainbow
20 —
Customer ' :
[B OmniPCX
RECORD Back Office
employees

Phone .

IVR [ RECORDING ] Alcatel-Lucent @
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CALL TO CUSTOMER SERVICE

AUTOMATED REQUEST TREATMENT IN NATURAL LANGUAGE

CUSTOMER o
®ege®

VisualAA

AGENT AVAILABLE?

ack travel2 -

YES NO

CALLBACK REQUEST

PHONE CALLBACK

ALE Connect

@ queue for
treatment by agent
* Contact info from CRM

AGENT : Customer file

History of conversations
Transcript from voicebot

Using OXE CCD or ALE Connect
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Dispatch Console
* Inteligentni zpracovani hovoru pro fidici / operacni centra

Dispatch Console od spolecnosti Alcatel-Lucent Enterprise je idealnim resenim
pro zpracovani volani Operatory v operacnich strediscich (zeleznice, letiste,
dodavatel energie, tisnova pracovisté ( policie , zachranka , hasici , atd.) av
administrativach s vysokym provozem hovorua pro standardni uvitaci sluzby.

e £ -
Alcatel-Lucent @
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e Hlavni charakteristiky

£

=1 Bl - e
ZeeE T e BE N
oo = ®O OO Webové rozhrani pristupné ze stolniho PC nebo
R — e (=) (=) dOtykového LCD .
FECIC]) == OO (=)= JLJ
FEEOO 2= ®C =)= O . .

e gg Vizualni a intuitivni rozhrani pro operatory pro
- — ®O prijem hovorl, spravu front a rizeni konference
n @OO@e@® i PO » EEEBE@

= " QOperator muze spravovat velké mnozstvi hovoru:
zobrazenych na dispecinku s pravidly priorit

API pro integraci v ramci aplikace Fidiciho centra
3. strany (napriklad platforma pro dohled nad SCADA)

Alcatel-Lucent @
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e Pouziti

INCOMING CALLS (3)
Station1Set1

high 00:56
Station1Set2
| med | 00:52
Station1Set3

low 00:36

PERSONAL CALLS (2)
Office1
0298303015
Emegency 00:12

©0e ©e©

3118

MISSED CALL (22)
Station1Set3

low 2021-08-25 17:37:19
Station1Set3

low 2021-08-26 17:48:11
Station1Set3

low 2021-09-30 15:26:21
Office1

R 20210825 17:37:22

SPEED DIAL
Firemen Conference - Closure
My 8088
Ceoupt conférences H Conferences

| |
| I
]
| |

DTMF

Prioritni prichozi hovory: s riznymi barvami v zavislosti na Cisle volajiciho

Alcatel-Lucent @
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* Pouziti

Cislo nebo jméno volajiciho

50080
50074

00:00:04

In Call

FUNKCNI TLACITKA

)
@)

®H@

®
©

OIOIGIGIGI®),

Ukonceni hovoru

Prepojeni hovoru do soukromé fronty
Prepojeni hovoru do sdilené fronty
Prepojeni hovoru na cislo

3-mistna konference OmniPCX Enterprise

Vicemistna konference Nx

Sprava hovoru: riizna funkcni tlac¢itka definovana spravcem

Alcatel-Lucent @
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* Pouz

INCOMING CALL (09)

Station 1Set4
WG 20210304 15452

Station 1Set6 @

MGK 201304 103212

Office
]

Jonesed nazn

Station 2Set1
s

Station 1Setd
Hnared asa

Office
L]

2oares iz

Station 3Set1
L]

2vere azn

Station 5Set4
WG 030k susa2

Office
)

e nazn

PRIVATE AND SHARED CALLS (3)

50006 ©

WGH  2ve3es sl

50007 @
ow

20110304 103212

50008 ©
PO oo mazn

PERSONAL CALL

CONFERENCE

®©

WP® FO®E®R®®
GIGICGENGIGIGIGIGIGIG,

SPEED DIAL

DIALPAD

TCC WRSN TCC WRSN TCC WRSN TCC WRSN TCC WRSN TCC WRSN
CONSOLE 1 CONSOLE 2 CONSOLES CONSOLE 7 CONSOLE 19 CONSOLE 21
138011 138015 138017 RE L 138021
TecwRsn TccwRsN TCCWRSN TCCWRSN TCCWRSN c
CONSOLE 3 ‘ CONSOLE 4 CONSOLE 6 CONSOLE 8 CONSOLE 20 CONSOLE 22
128016 1 1380
J L
NAJMA SCC NAJMA SCC DCC1 WRSN DCC1 WRSN 0CC2 GHSS 0CC2 GHSS
CONSOLE 1 CONSOLE 3 CONSOLE 1 'CONSOLE 2 CONSOLE 1 CONSOLE 2
wson | |1z 125011 otz 125011 V25012
NAJMA sCC NAJMA SCC DCC1 WRSN DCC1 WRSN 0CC2 GHSS 0CC2 GHSS
CONSOLE 2 CONSOLE4 CONSOLE 3 CONSOLE 4 CONSOLE 3 CONSOLE 4
128012 Tas014 125013 139014 123013 125014
POWER DO NOT ‘ TELEPHONE START CALL DIAL 'OOGLE
STATIONS DISTURS DIRECTORY CoNFiG outY Xevs HEADSET
UGNE 3118
o - ]
LIGNE 3118
RINGING
Do you want to take the call ligne 3118 7 PICKUP NO

Rychla volba: na mistni/externi ¢isla nebo pristup k webové sluzbé

Alcatel-Lucent
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* Pouziti

INCOMING CALLS (0) 3ns SPEED DIAL

1003118 @ @ P [ — - Closure
[ co:00:11 U
S [ pEm.=

| I | I
| I |
|
|

PERSONAL CALLS (2) CONFERENCE ] I I l ‘
Office1
3012 g
. oo @ @ —— v @ @ @ @ e T I[ ]
0298303015 S115 1
Emegency 01:30 <o - .
oot ——— 4 J ] Mornitor 3116 | | Monitor 3118 ] I | | ‘
3118 Stop Conf Stop Conf
POOOEE® =l |
[ o |
= DTMF
Last Name First Name Number Service Mail
v TPE GRP
v TPE 3114 Thierry 5 3114 - tpe3114@al.com
4 TPE2 TPE2 prenom - 3027

Vicestranna konference: sprava Ucastniki, rezim poslechu/mluveni, individualni
pridrzeni/prepojeni , nastaveni hlasitosti . A @
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* HTTTP requests

* Definice
* Dispatch konzole umoznuje definovat HTTP pozadavky.

* url, metoda (GET, POST, PUT, ...), headers, body

* Podporovany jsou HTTP a HTTPS (pokud je pouzito HTTPS, neprovadi se Zzadna kontrola nad certifikdtem
serveru)Variables
* Adresa URL, zahlavi a télo mohou obsahovat proménné.

variable description

username The name of the dispatch console operator

userPhoneNumber The phone number of the dispatch console operator

callRef The call reference of the current call on the dispatch console operator

caller The caller number

initialCalled The called RSI queue phone number

activeCallRef The call reference of the current call on the dispatch console operator in a transfer context
heldCallRef The call reference of the call on hold in a transfer context

targetToRsi The RSI number the call is transferred on

currentDate, currentTime Current date and time

calllnformation The caller information as a json object

userinformation The user information as a json object

Alcatel-Lucent @
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HTTP REQUESTS
Pouziti
Pridruzeno k udalostem

Automaticky se spusti pri vyskytu udalosti

Call event description

onCallAnswer When the operator picks up a call from an RSI queue

onCallRelease When the operator or the caller release the call
onCallTransfer When the operator transfers its current call to a phone number

onCallTransferToRsiQueue When the operator transfers its current call to a rsi queue

onOperatorLogon, onOperatorLogoff = When the operator logon or logoff
Jako akce pro tlacitko ve widgetech

Pozadavek HTTP lze priradit k tlacitku ve widgetu Rychla volba.

http request

] 1
a_50000 b_50001 ‘ _50000 450001 |

l emergency I ‘ I ‘ v ,
Otevreni webu ve

vychozim prohlizeci
Kliknéte na klavesu
1 rychlé volby

2
pridruzenou k

pozadavku http Alcatel-Lucent @
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* Basic Phones
o ALE-2

* ALE-2 Deskphone

Dual Gigabit Ethernet

Wideband

Full-duplex hands free

PoE Class 1 — 802.3af 1-2W

IEEE 802.3az (low traffic / energy)

G711, G722, G729, OPUS, ILBC codec
SIP signaling

Media & Signaling encryption

Local directory and call log (1000 entries)
Embedded VPN client (IP)

Zero Touch deployment with EDS server
Environment IP20

Hearing Aid compatible (HAC)

1) OmniPCX Enterprise do no support OPUS or ILBC codec

3 contextual keys

ith
2.8” 132 x 64 B/W thed

display with backlight

Full duplex /’.

handsfree

b
'\
'\

Foot stand 40/55°

Alcatel-Lucent @
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e Basic Phones
e ALE-3

* ALE-3 Deskphone 2.8” 320 x 240 color display

1) OmniPCX Enterprise do no support OPUS or ILBC codec

* Dual Gigabit Ethernet

*  Wideband

* Full-duplex hand free

e PoE Class 2 —802.3af : 1,1-3,8W

* |EEE 802.3az (low traffic / energy)

e G711, G722, G729, OPUS, ILBC codec!!)

* QoS support Full duplex /‘
« SIP signaling handsfree

* Local directory and call log (1000 entries)

¢ Media & Signaling encryption

* Embedded VPN client (IP) B
» Zero Touch deployment with EDS server g

* Environment IP20 <
* Hearing Aid compatible (HAC) v £

4 contextual keys
with led

-
-e

e
- _-
. e
=
- P&,' ) ;
< ~ Do
>
=
: o
Q‘. ,I
-! . <
4
4
e
’
=4

Foot stand 40/55°

Alcatel-Lucent @
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e Essential Business Phones
* ALE-20, 20h Deskphones

* ALE-20 Deskphone

* Dual Gigabit Ethernet
* Wideband 2.8” 128 x 64 B/W Status led

display with backlight
« ALE-20h Deskphone - 2
e 10/100 baseT Ethernet
* Wideband/IP, Narrowband/TDM 2 x 3 prog. keys with

¢ Common characteristics led \

e PoE Class 1 —802.3af 1,2-1,8W _/
56 + F1/F2 softkeys

Power on TDM mode is 0,8-1W

IEEE 802.3az (low traffic / energy) § 2 =
G711, G722, G729, OPUS codec (IP mode) () ! &
G711 VAD, CNG (TDM mode) ; L2y 4 B) 3
QoS support i N KR
NOE signaling

Media & Signaling encryption
Embedded VPN client (IP)

Zero Touch deployment with EDS server
Environment IP22

Hearing Aid compatible (HAC)

Add-On Modules 20 keys (EM200)
Optional keyboard

4-way
navigation
button

Foot stand 40/55°

Alcatel-Lucent @
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e Essential Business Phones
* ALE-30, 30h Deskphones

; ALE-?:)O ?g sktr)) hEo : c Status led
o ual Gigabit Ethernet . .
* Wideband 3.5” 320 x 240 color ambient light

i i i sensor
d lay with backlight
* ALE-30h Deskphone isplay with backlig

e 10/100 baseT Ethernet

* Wideband/IP, Narrowband/TDM 2 x 5 prog. keys with

* Common characteristics led e
* PoE Class 1—-802.3af—1,2/1,8W i
Power on TDM mode is 0,8-1,2W 56+ F1/F2/+ optional F3
IEEE 802.3az (low traffic / energy) softkeys

G711, G722, G729, OPUS codec (IP mode) (@)
G711 VAD, CNG (TDM mode)

QoS support

NOE signaling

Media & Signaling encryption

Embedded VNP client (IP)

Zero Touch deployment with EDS server
Hearing Aid compatible (HAC)

Add-On Module 20 keys (EM200)

Environment IP22 4owa —— e —
Optional keyboard Rl % e
navigation
button

Optional keyboard

Alcatel-Lucent @

1) OmniPCX Enterprise do no support OPUS or ILBC codec Enterprise



ESSENTIAL BUSINESS PHONES

* Accessories

* ALE-10 Magnetic keyboard

Wall Mounting Kit

Wall Mounting Kit (3MK27008AA)
Compatible with universal wall mount plate

Keyboard AZERTY (3ML37010FR)
Keyboard QWERTY (3ML37010DW)
Keyboard QWERTZ (3ML37010DE)
RJ9 connectivity with the deskphone
Magnetic fastening with deskphone

Power Adapter

Power Adapter (3MK08005xx, EU, RW, US)
Power supply 110/220V - 5V 2A, USB-C

3ML37190xx 5V/3A USB-C PD Power
Adapter

Alcatel-Lucent @

Enterprise



ESSENTIAL BUSINESS PHONES

EM200 Add-On Module

20 keys with leds

Smart Expansion Module (3MK27007AA)
3 Add-On Modules max. ;

ey

Direct connection and fastening, no need of external cable 5” color = e =
to connect AOMs display \__. £
= ":::',“"_ : = Foot stand
USB-A —* / 40/55°

male plug

USB-A female
connector for headset
or AOM module

Warnings:
Due to power consumption, and energy available on USB ports, power adapter can be needed to supply add-on modules.

For ALE-20/20h, EM200 module is supported only on DeskPhone version 3ML37020BB, and 3ML37020BA. Early release of
ALE-20/20h (3ML37020AB, and 3ML37020AA) does not support EM200, due to mechanical compatibility.
Alcatel-Lucent @

Enterprise



* Enterprise Business Phones

* Common specifications

* 2 RJ-45 Gigabit Ethernet ports (LAN/PC)
* 2 xUSB-C ports, 1 RJ12 port
* 1 port for ext. cartridge (BT & Wifi)

* PoE 802.3af Class 1 (ALE-300) Class 2 (ALE-400/500)

* |EEE 802.3az (low traffic / energy)

e G711, G722, G729, OPUS codec!?

* QoS support

* NOE and SIP signaling

* Media & Signaling encryption

* Embedded VPN client

* Zero Touch deployment with EDS server
* Super wide band handset

* Full Duplex speakerphone

* Audio 3D, Symphonic HD

* VAD

* NFC build-in

* Metal stand, 25 to 60°

* Smart Pad for multifunction control
* Ambient light sensor

* Ready for design customization (colors, interface)

* |Pclass IP22

1) OmniPCX Enterprise do no support OPUS or ILBC codec

ALE-400

(/

ALE-500

Alcatel-Lucent @

Enterprise
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e ALE Softphone

Bezpeéné ovérovani uzivateld Bezpecna prace na dalku ALE SoftPhone
pomoci LDAPS/Azure AD/Microsoft AD  Pouziti OT SBC/RP na misté - neni potreba zadny VPN klient 1
Podpora aktivni/aktivni redundance SBC

Ruzna zafizeni
Windows PC (stolni pocitac, notebook a
dotykova obrazovka)
Aplikace pro iPhone
Aplikace pro chytré telefony se systémem
Android (s MDM)

Rada ALE DeskPhones Enterprise

Uzivatelska zkusenost SIP+

Moderni uzivatelské rozhrani
Uskutecnit hovor, prijmout hovor, odmitnout
hovor, preposlat, druhy hovor, sloucit,
pridrzeno, DND, setkat se se mnou
Groupware (lovecké skupiny)

Sprava vicelinkovych hovort
Programovatelné klavesy

Dohled / Vyzvednuti

Klavesova zkratka pro vybér a volani
Videohovor (peer-to-peer)

Vlastni akce pri udalostech hovoru

Spolehliva a agilni komunikace
Vsechny moznosti redundance
OmniPCX, centralizovana sprava s
0)43

Microsoft integrace

.msi deployment

Nastroje pro instalaci a upgrade (SCCM a MDT)
Synchronizace kontaktl aplikace MS 365 a
Outlook

* Moderni uzivatelské prostredi

pro vyuziti vyhod podnikové
telefonie a videohovoru kdekoli

Aplikace nativné integrovanase
stavajicim telefonnim
systémem, bez externiho
pripojeni ke cloudové sluzb

Zabezpecena komunikace pres
internet bez nutnosti nasazeni
VPN klienta na IP

Nikdy nezmeskejte obchodni
hovor v oblasti mobility diky

aplikaci pro iPhone a Android
smartphone

Alcatel-Lucent @

Enterprise



* Multi-devices

Jediné telefonni Cislo pro zastiZzeni nékoho na stolnim telefonu, PC, softwarovém
telefonu a mobilu.

Funkce smérovani jsou zaméreny na uzivatele a stav telefonu je synchronizovan mezi
zarizenimi.

Hovory prezentované na vsech zarizenich

r——— uzivatele
[ W ‘5’ . - - . :
e Stav a pravidla smerovani aplikovana na
~ vsechny
“ G

A , Zapnuti prabézného hovoru z jednoho zarizeni
l ) do druhého

gjeiil

Alcatel-Lucent @

Enterprise



* Microsoft outlook add-in

terprise.com - Outlook Eal

Move Rules Assign Unread/ Categorize Follow ) Call Hang Send to Report Insights
Policy ~  Read Up~ ? Fi up C e | Phishing

Maove Tags Find ALE SoftPhone M) OneMote | Protection

Click-to-call from an email Click-to-call a contact
Select an email in mailbox Select a contact and the
and click-to-call the recipient number to be called

L 21873126
: +33 666666666
+33 312345680

+33 312345605

+33 612345677

Alcatel-Lucent @

Enterprise
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https://facebook.com/ALUEnterprise
https://linkedin.com/company/alcatellucententerprise
https://twitter.com/ALUEnterprise
https://www.instagram.com/alcatel_lucent_enterprise/
https://www.youtube.com/@EnterpriseALU
http://www.al-enterprise.com/
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